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ABSTRACT

With the ever increasing amount and variety of data to be stored and transmitted in
various mediums, the specification of security which has to be established at various levels of
medium access and the accompanying issues of authentication and authorization has become
a critical factor. Various Steganographic, watermarking and data-embedding algorithms have
usually manipulated the actual data in order to either hide any coveted information or to
provide some level of access control over the medium. The mediums are usually images,
video, audio etc., wherein specific portions or the overall space is usually ‘corrupted” with

‘significant’ data.

In this proposed system, “Multistage Information Hiding using Novel Visual
Cryptography”, describes an approach to hide valuable secret information inside the different
file formats without losing it by using Steganographic and Cryptographic techniques. The
main objective is to never leave anyone to know that information is already hidden in the file.
Scalability is also one of the major factors that we are considering. Here we are considering
different formats of files (text, image, audio and video). The data (text, image, audio and
video) that has to be transferred is embedded in a file (image, audio and video) and
encrypted. Encrypted file is further divided into ‘n’ shares and each of these ‘n’ shares is
transferred through different network channels, so that only someone with all ‘n’ shares
could decrypt the encrypted file, while any ‘n-1’ shares revealed no information about the
original data. In the next step, encrypted file is decrypted to get embedded file, later this file

is decoded to obtain the secrete information.



