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ABSTRACT 

Multihop wireless networks rely on node cooperation to provide multicast services. The 

multihop communication offers increased coverage for such services but also makes them more 

vulnerable to insider (or Byzantine) attacks coming from compromised nodes that behave 

arbitrarily to disrupt the network. In this work, we identify vulnerabilities of on-demand multicast 

routing protocols for multihop wireless networks and discuss the challenges encountered in 

designing mechanisms to defend against them. We propose BSMR, a novel secure multicast 

routing protocol designed to withstand insider attacks from colluding adversaries. Our protocol is 

a software-based solution and does not require additional or specialized hardware. We present 

simulation results that demonstrate that BSMR effectively nlitigates the identified attacks. 

MULTICAST routing protocols deliver data from a source to ll1ultiple 

destinations organized in a lTIulticast group. In the last few years, several protocols were 

proposed to provide multicast services for multi hop wireless networks. A major challenge 

in designing protocols for wireless networks is ensuring robustness to failures and 

resilience to attacks. Wireless network provide a less robust con1lTIunication than wired 

networks due to frequent broken links and a higher error rate. Security is also lTIOre 

challenging in multihop wireless networks because the open medium is more susceptible 

to outside attacks and the multihop communication makes services more vulnerable to 

insider attacks coming from compromised nodes. Although an effective mechanism 

against outside attacks, authentication is not sufficient to protect against insider attacks 

because an adversary that compromised a node also gained access to the node's 

cryptographic keys. Insider attacks are also known as Byzantine attacks and protocols 

able to provide service in their presence are referred to as Byzantine-resilient protocols. 


