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Introduction:

Data science is a multidisciplinary blend of data inference, algorithm development
and technology in order to solve analytically complex problems and also Face recognition
has been one of the most interesting and important research fields in the past two
decades. In this project, we’ll go through general ideas and structures of recognition,
important issues and factors of human faces, critical techniques and algorithms, where the
individual have to get registered their details and later during login if the information gets
satisfied with the previously registered details it moves on to the next step of Morse code.
If the information does not match with the registered details it captures the picture and is
sent to the to the authorized person through email and finally gives a comparison and
conclusion. Gaze- based authentication refers to finding the eye location across sequential
image frames, and tracking eye center over time. Password authentication will be done
using Morse code, where numbers will be represented in dots and dashes. This model
presents a real-time application for gaze-based PIN entry, and eye detection and tracking
for PIN identification using a smart camera. Since most of the people in the world are
facing problems in the field of authentication and security. We are able to provide a real
time eye tracing for password authentication for people who authenticate themselves using
Morse code.

Objectives:
1. To create a secure system to authenticate users who are not completely blind.
2. To create a secure password authentication system which uses Morse code.

3. To make sure that the required parts of the face are recognized accurately by the
system.

Methodology:

1. It represents the architecture or the basic design that is required for the
implementation of the model. The model consists of a user interface and back end
database.

2. GUI is created such that the user can interact with the system. Pygame or OpenCV
is used in to create it.
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3. In the frontend firstly the user need to register by providing a user id of choice, a
password (PIN) and a keyword. After registration the user can log in by using the
credentials i.e. user id and password. With the help of a web camera the PIN is

taken as input in the form of Morse code.

4. In the backend, the entered PIN is checked with the stored PIN which was entered
into the database by the user while registering. If the entered PIN is not correct, its
exits the screen. If the entered PIN is correct, it displays successful authentication.
If the user has forgotten his password then he can use the keyword to authenticate

and update the existing password with a new one.
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Conclusion:

Our project basically provides two factor authentication. Two factor authentication is
basically providing, Project is also helpful for physically disabled people in order to
authenticate. People can make use of this model who have basic knowledge on morse
code. Concerning the future enhancement, we are trying to implement facial recognition
for each user, there will be no need to enter the password at all. We are also trying to
deploy this model in government sectors, with a smaller number of steps required for

authentication.
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Scope for future work:

This project is also helpful for disabled people in order to authenticate. People from
kids to old people can make use of this model who have basic knowledge on morse code.
For blind people, there are keyboards with braille dots present on each button.

Concerning the future enhancement, we are trying to implement facial recognition
for each user, there will be no need to enter the password at all.

We are also trying to deploy this model in government sectors, with a smaller
number of steps required for authentication.
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